Secure Files and Folders using AxCrypt
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AxCrypt is a free program that you can encrypt your sensitive files or folders.

Before installing any program set a system restore point.

To install go to www.axantum.com 

Scroll down and you have the options for 32-bit or 64-bit.

Click on the one that is correct for your computer.

A security bar will appear and you have to give permission to download.

When download window appears click Save.

I always save to my Desktop in case there is a problem it is easy to get to. 

You may have to click on Browse to be able to save to the Desktop.

Once it is downloaded go to the Desktop 

Click on the AxCrypt icon to install the program and the Setup Wizard opens.

Click Next
Click Accept and Next 

Click Install
With Check mark in “Start AxCrypt, Click Finish.

To Use After Program it is Installed

To Encrypt a File or Folder

Right click on a file or folder.

Scroll to AxCrypt

On the pop out menu you have 3 options to encrypt. 

Encrypt
Encrypt encrypts the selected file.  If this is the only copy of the file, this copy will be encrypted.

Encrypt a Copy

Encrypt a Copy creates a new encrypted copy of the file while leaving the original file in its current state.

Encrypt  Copy to .EXE

Encrypt  Copy to .EXE will create a copy of the file like above, but the new encrypted version will be contained in a self-extracting format for users that do not have AxCrypt installed on there copmuter.

Click on your selection

Enter your passphrase (Password), reenter it again and click OK.

The icon is now green shield with a key on it.

To Open an Encrypted File

Click the icon and a sign in window opens.

In this window you also have 2 other options: 

Note: If you put a check mark in Remember this for decryption: Files will stay decrypted until the computer is restarted.

Use as default for encryption will maintain a reference to key file for future encryptions.
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Take the Remember Decryption off 

Right click on a file or folder.

Scroll to AxCrypt

On the pop out menu, click Clear Passphase Memory

To Decrypt

Right click on a file or folder.


Scroll to AxCrypt

On the pop out menu, click Decrypt
Enter your passphrase (Password) and click OK.

Shred and Delete 

Right click on a file or folder

Scroll to AxCrypt

On the pop out menu, click Decrypt
You are asked: Do you want to overwrite with random data and then permanently delete it?  Click yes
When you have encrypted files in a folder the folder icon shows slightly open with green sheets in it.  You can open the folder without the passphase, but you need it to open the files.

Warning: If you forget or lost your Passphase there is no way to retrieve it.

